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1.0

2.0

B89 Purpose

KB "ISO/CNS27001 EfflZE ~ AFLZE KENRE-BENLZETEEAR-BXE
I8 RHEREES - AREARE  FIEENZEFM - EEARRELCHENZER
o BIEASEMNZZERBERET - BREBISEEF -

In accordance with ISO/CNS27001 requirements (Information security,
cybersecurity and privacy protection — Information security management systems
— Requirements) and relevant laws, regulations and standards, we draw up the
Information Security Manual to help raise information security awareness among

CTCI staff, consolidate the company’s information security protection and improve
the adaptability to change, thus ensuring business continuity.

E & Scope
2.1 RASFABELC - ZIMNRBEMBERAE -

This manual applies to all staff members of the company, third-party vendors
and guests.

22 Eiflz=EB SRR EAME - A8 - BERKEMNAZEER - olBBLH
EHTEETZEZEEF  LUBREABRK - ERHARRKESZHER - B
REBRERATERSIEIGREZBE - [SEETEDUMMD ¢
The information security norm considers 4 control domains, in which potential

risk or possible damage to the company may occur in case of human errors,
malicious attacks or natural disasters. Those domains are described as

follows

2.2.1 EFZEHEK Information Security Policies

222 ElZ 2 744 Organization of Information Security
2.2.3 ANEIRZZE Human Resource Security

224 BEEEMH Asset Management

2.2.5 FEWEH] Access Control

2.2.6 ZHEE Cryptography

2.2.7 B RIRIEZLZE Physical and Environmental Security
2.2.8 B{EZZ Operations Security

2.2.9 B:Z % Communications Security

2210 EFf A MER - FHE K& System Acquisition, Development and
Maintenance
2.2.11 #HFEZE 1% Supplier Relationships

2.2.12 EFflLZEZSFWEIE Information Security Incident Management
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2213 EEFEEE 2 EMNLZEH Information Security Aspects of Business
Contlnwty Management
2.2.14 B7EM Compliance

3.0 f{EEAZA Activity

3.1

3.2 &;

3.3

3.4

B ZEBIER 2] B85 Draw up and review of information security policies
SZZHERE "TEZEHEEET ) BT EES - UIRMALSENR
ZEEHEER - HEDASERRE  RIRK R TFEF &M - ERENZE

EREFZo T RBNME -

Information Security Promotion Committee will draw up information security
policies and conduct regular review, in order to reflect the company’s
information security policies, regulatory requirements, environment and

current status of business operation, and to ensure the feasibility and
effectiveness of practical operation of information security.

I

I

}

EillZE 2 ## Organization of Information Security
AANEHEAPWESHNLZERBETF R "BENLZHEIBEZES - DGR
rEEMZZZEHE - KBEKEERER - RESNZZERFHERTZAY
- HEAATENLEEBAIEERREZBEE -

Information Security Promotion Committee is established to promote and
implement information security. The committee develops objectives, strategies
and management procedures of information security ensure the
implementation effectiveness of ISMS, in order to achieve the established goal
of ISMS.

ANEFEZZE Human Resource Security

%%ﬁ%ﬁ/\ﬂ‘aﬁZﬁi‘%i@ EEEMNLZEZHEIH - DIRAABENLZE
A REBRH - AICTABZZETERE Bﬂz MR S E B EREE
® RO EES ?C’E\EIU\%DTE%%I?XZ ZEEH -

Regulate the securlty management of human resource and implement
information security education and training to improve security knowledge and
raise awareness. Establish staff security control procedures, conduct relevant
security management education and training program, to reduce information
security incident resulting from lack of security knowledge.

—H-\-_l—_llzm = /ot

B == Information Asset Management
AIEEMEBENHESR  BUIMERBEERMTE  SEBRMEERE R

EEMEE BRERAGRK  ZEBAKEZRAMLFAIENES
Information assets are categorized and classified, which serve as the basis of
risk assessment, management responsibilities and working instructions.
Information assets shall be protected to minimize the impact of potential risks
of human errors, malicious attacks or natural disaster.
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3.6

3.7

3.8

3.9
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ZEZH Access Control

S EEMBEEFIUEHIAA - & TERENFEIIESIEK - RS AKRE
RHE LA TENZFEEGIEE - RESNEE  BRERCIRETENA
mz Rk MEEZHIENREI - EREEEE -

Establish granular controls of information assets. Specify access controls for
work requirements to system service providers, in order to implement effective
access control mechanism, protect information assets and reduce the risk of
unauthorized system access. With granular controls and the establishment of
audit systems, access control will be achieved.

ZHEE Cryptography
BERALTSIBNILESFERABHEERI - BeiiisH -

Ensure that the cryptography is properly and effectively used, in order to
prevent misuse.

EfE RIRIEZ E Physical and environmental security
AREENEERBERRIEZE - L‘M%ﬁ@i%’”ﬁﬁ%l%’h‘z}—tlﬁ ° Bl E BT HIR
ZZEEEEN RO RZEEEFRSIENGRE - ZRREENE
FEEZHH -

Protect information assets and physical environment to reduce the risk of

threats. Establish physical and environmental security controls to reduce
security risks and protect information assets.

ZE(EZLZE Operations Security

BERANTIENRERE Z ERELDRE - DEERHE 2 NBEAE R
K WRBUHUELRE  BREFPRFEZTEY - MEBRImESEY 27
A REEEE P EFR B2 HRBEERE -

Ensure the proper and safe operation of the company’s information
processing equipment. Guard against malicious attack and data loss. Log
events and generate evidence. Ensure the integrity of running systems.
Prevent exploits of system vulnerabilities, and minimize the impact of audit
activities on running systems.

#BEZ 2 Communication Security
Z%BEJJ:ZIK/\T'”‘ﬂ/%?ﬁLESZQF%EHH&3%‘%}‘”7f“ ZIEIEMIE - DIBRREN AR
ERZEEN - oA RTEY -

Protect the company’s information systems from unexpected and
unauthorized modification or sabotage, to preserve the confidentiality,
availability and integrity of information systems and data.

3.10 EFlAMIER - FIEE R #EFE System Acquisition, Development and

Maintenance

AEEMARALBEZERZEMEZEZEM - REMAFEL 2RI KT KIS
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B BIMAENLEZESE  BREIEMEZEFE K REENEE  BEEHNZMRK
iR [P -

When developing information system, consider the information security
aspects early in the planning and demand analysis stage of system
development. Make information security demand clear, protect information
assets, and reduce the risks of misusing information system.

3.11 #fEE R % Supplier Relationships
BRA LS URZBINEEFIN ZEECESRE - 20EBEBHEENLSE

BRBRN ZEZESREAGHNEKR— -

Ensure that assets accessible to outsourcing vendors are well protected, and
information security between company and vendors and the negotiated rate of
service delivery is compliant with contract provisions.

3.12 EfflZZE= S EIE Information Security Incident Management
iéﬁﬂ?c%%ﬁﬁé‘iﬂ% - BRI FETEN - WIRHULZE 7 RSB EE
SHEBE Dlﬁ%ﬁ%#ﬁﬁ?ﬁ&Z?%% °

In case of information security incident, quickly report the incident to the

authority, take necessary actions to address problems, establish the
mechanism to learn from information security incident to minimize the incident

impact.
3.13 EEFEEIE 2 EMZEEMHE The information security aspect of business
continuity management

%Eﬁﬁ“?%ﬁ“L%%@Fxﬁﬁ‘“E&EJZ*’E\H%E’J%";“ 2EMBEES
% - B REEXT ZEMRERAPENMIER - EoERNBEAKES
Eﬁﬁ/\TEEﬁ“L%%ﬁE&H—;W’ELVE

Ensure that the company’s critical business operation stay unaffected in case
of serious disaster or security flaw. Establish and implement recovery plan.
When disruption or failure occur on information system supporting critical
business operation, recover to normal operation in acceptable period of time,
make sure the important business operation resume in a timely manner.

3.14 ZEf&M™ Compliance
WRERBADERE - ITHGS  ZRISHABTHENLEZNRE - EFER
HERET ~ B1F - FRMNEREFTEEZREK  MEREEEESEERX 252
Avoid the breach of government laws, administrative order, regulations or
contracts agreement for information security. Design, operation, use and

management of ISMS should be compliant with regulatory requirements as
well as laws under national jurisdiction.
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